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Chapter 1

What Is an Agent? Delegated Authority and Why
It Changes Security

Learning Objectives
After working through this chapter you will be able to:
• Define agent, autonomy, action, principal, and authority precisely enough to use them in

a design document, and distinguish an agentic system from ordinary automation using
observable properties rather than marketing language.

• Trace the historical line from early visions of human–computer partnership through
softbots, multi-agent research, and algorithmic trading to contemporary language-model
agents, and explain which security lessons each era contributed.

• Explain the five structural reasons agentic systems break the assumptions on which
classical application security rests.

• Derive the relationship between per-action failure probability, action volume, and the
probability of at least one unauthorized action, and use it to compute the reliability a
deployment would need in order to rely on instruction-level control.

• Explain why a prompt is not an enforcement mechanism, using the reference-monitor
argument, and state the three invariants that the rest of the book builds.

1.1 Three Ways Software Acts on the World
Consider three programs that each move money.
The first is a calculator in a spreadsheet. It computes the amount of an invoice payment

and displays it. A person reads the number, opens a banking application, and types it in. The
software’s output is advice. Nothing happens until a human acts.

The second is a scheduled batch job. Every night at 02:00 it reads a table of approved invoices,
and for each row it calls a payment API. The software’s output is action, and the action is
consequential: money leaves an account. But the action is also completely specified in advance. A
developer wrote the loop, the SQL query, and the API call. If you want to know which payments
this program can make, you read its source code and the contents of the table. Its behaviour is a
function you can, in principle, enumerate.

The third program is given a goal: “reconcile this month’s supplier invoices and pay the ones
that match a purchase order.” It reads emails, opens PDF attachments, queries an accounting
system, notices that one invoice references a purchase order number in an unusual format, decides
to search a supplier portal for clarification, finds a page that says the supplier’s bank details have
changed, updates the payee record, and issues the payment. No developer wrote that sequence.
The program selected it, at run time, from a very large space of possible sequences, on the basis
of text it retrieved from sources outside the organization.
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The third program is an agent, and the difference between it and the second is the subject of
this book. Both take consequential actions. Only one of them chooses which actions to take, in
what order, on the basis of information that arrives after deployment.

Key Terms
Agent: a software system that pursues a goal by selecting and taking actions in an
environment, where the selection depends on run-time observations rather than on a fully
pre-specified control flow. Action: an operation that changes state outside the agent’s
own reasoning process, or that reads state the agent was not given. Principal: the human
or organization on whose behalf the agent acts. Authority: the set of actions a system
is permitted to take on protected resources. Autonomy: the extent to which the agent
selects and commits to actions without a human decision in the loop for each one.

1.1.1 A definition we can engineer against
Popular usage of “agent” is elastic enough to be useless for security work: it has been applied

to chatbots, to workflow tools with a language-model front end, and to research prototypes that
write their own code. We need a definition whose terms are observable, because the security
properties we will require follow from those terms.

Definition 1.1 (Agentic system). A software system is agentic to the extent that it exhibits
all four of the following properties. (i) Goal-directedness: it is given an objective rather than a
procedure. (ii) Action selection: it chooses which operations to invoke, and in what order, at run
time. (iii) Environmental coupling: its choices depend on observations obtained during execution,
including from sources the deployer does not control. (iv) Consequential authority: at least one
of the operations it may invoke changes state that someone would care about — money, records,
code, infrastructure, physical actuators.

Definition 1.1 is deliberately a matter of degree, and that is the point. The nightly batch
job has property (iv) but not (i)–(iii). A chatbot that answers questions has (i) and arguably
(iii) but not (iv), which is why its security profile is dominated by content concerns rather than
by authorization. A coding assistant that edits files, runs tests, and opens pull requests has all
four, and it is therefore squarely in scope even though nobody would call it intelligent. The
security-relevant question is never whether a system is “really” an agent. It is which of the four
properties it has, because each one removes a specific assumption that classical defences relied on.

Table 1.1 makes the comparison concrete. Read it as a list of assumptions on the left that
quietly disappear on the right.

1.2 A Short History of Delegated Machine Authority
Agentic systems did not arrive in 2023. What arrived in 2023 was a general-purpose method

for building them cheaply. The ideas, and most of the failure modes, have a long provenance,
and knowing it will save you from re-deriving solutions that already exist.

Historical Note: four eras of delegation
Era 1 — Aspiration (1950s–1960s). Turing’s 1950 paper framed machine intelligence
as an empirical question and, incidentally, as a question about behaviour rather than
mechanism [133]. A decade later Licklider described “man–computer symbiosis”: machines
that would formulate and test hypotheses alongside a human partner rather than merely
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Table 1.1. Assumptions that hold for conventional automation and fail for agentic systems.
Each failed assumption maps to a chapter of this book.

Property Conventional automation Agentic system Ch.

Action set Enumerable from source code Enumerable only as a space;
the realized sequence is
generated at run time

2

Control flow Determined by code and
trusted configuration

Influenced by untrusted
retrieved content

4

Authorization basis Static credentials scoped at
deploy time

Must be scoped per task, per
action, and attenuated on
delegation

5, 6

Failure mode Crash, wrong output, or
exception

Plausible, well-formed,
unauthorized action

4, 9

Rate Bounded by schedule Bounded only by tokens,
money, and API limits

3, 6

Reviewability Diff the code Reconstruct a decision from
logs

10

Composition Explicit calls between services Emergent interaction between
agents

11

compute what they were told [82]. Licklider’s essay is worth reading today because it is
explicit that the value comes from delegation and that delegation requires trust. Weizenbaum
[143] then demonstrated, unintentionally, the field’s first social failure mode: users attributed
understanding and confidence to ELIZA that its seventy-line pattern matcher did not possess.
Over-attribution of competence to a fluent interface is the oldest hazard in this book, and
Chapter 8 shows it is still the dominant one.
Era 2 — Embodiment and architecture (1980s–1990s). Robotics forced the question of
how an agent should be structured. Brooks [23] argued for layered, reactive control rather
than a monolithic plan-then-act pipeline — an early statement of the idea that competence
and safety can be assigned to different architectural layers, which is exactly the argument
for a control plane in Chapter 6. In parallel, software agents entered the mainstream of
computing research: Maes [84] proposed agents that reduce information overload by acting
on a user’s behalf; Etzioni and Weld [47] built “softbots” that composed Internet services
to satisfy a goal — the direct ancestor of today’s tool-using agents; and Wooldridge and
Jennings [146] gave the field its standard vocabulary of autonomy, reactivity, pro-activeness,
and social ability. Franklin and Graesser [53] asked the question this section began with —
is it an agent or just a program? — and answered it with a taxonomy rather than a slogan.
Era 3 — Consequential autonomy in production (1990s–2010s). While academic agents
were recommending news articles, industry deployed autonomous action at scale in trading,
industrial control, and, later, robotic process automation. This is the era that generated the
incident record the security engineer actually learns from: systems whose logic was sound
in testing and catastrophic in contact with a live environment, at machine speed, with no
human able to intervene inside the relevant time constant. Chapter 12 examines two of
these in detail.
Era 4 — General-purpose agents (2022–present). Large language models supplied something
the earlier eras lacked: a single component that can map an open-ended goal to a plausible
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next action in an open-ended action space, without task-specific engineering. Yao et al.
[149] showed that interleaving reasoning traces with tool calls substantially improves task
performance — the pattern now called the observe–think–act loop. Schick et al. [117]
showed that models can learn to invoke APIs. Park et al. [102] showed multi-agent societies
producing emergent coordination. Surveys by Wang et al. [139] and Xi et al. [148] document
the resulting explosion of architectures. The practical consequence is that building an agent
with real authority became a weekend project, which is why the security problem became
urgent.

Figure 1.1 places these eras on a single line together with the security mechanisms that each
era’s failures produced. Notice the asymmetry: capability milestones cluster on the right; the
mechanisms we will use to constrain them cluster on the left. Almost every control in this book
predates the systems it is being asked to control.

1950 1965 1980 1995 2010 2020 2026

Turing
test (1950)

ELIZA
(1966)

subsumption
robotics (1986)

softbots,
agent theory (1994–95)

algorithmic
trading at scale

LLM tool use,
ReAct (2022–23)

multi-agent
deployments

reference monitor
(1972)

least privilege
(1975)

confused deputy,
RBAC (1988–96)

tamper-evident
logs (1991–99)

sandboxing,
microVMs

agent control
planes, AI Act

capability

control mechanism

Figure 1.1. Delegated machine authority and the mechanisms invented to bound it. Capability
milestones appear above the axis, security mechanisms below. The mechanisms
are older than the systems they now govern, which is why this book spends more
time on composition than on invention.

1.3 Why Agentic Systems Break Classical Security
Application security works by reasoning about a program’s reachable states. Nearly every

technique — code review, static analysis, input validation, threat modelling of data flows,
penetration testing — assumes that the program’s possible behaviours are fixed by its code and
that the attacker’s influence is confined to its inputs. Agents violate the first assumption and
radically expand the second. Five specific things break.

1.3.1 The action set is a space, not a list
In a conventional program the set of consequential operations is a finite list you can extract

from the source: these three SQL statements, that HTTP call, this file write. Authorization
review consists of checking the guard on each one. In an agent, the consequential operations
are tools, and the agent composes them: a file-read tool plus an HTTP-POST tool is not two
capabilities but a family of exfiltration behaviours, none of which appears anywhere in the
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code. The security-relevant object is therefore the closure of the tool set under composition, and
Chapter 2 will show that this closure is usually much larger than the designer imagined.

1.3.2 Control flow is influenced by untrusted data
A conventional program treats retrieved documents as data. An agent treats them, unavoidably,

as partially instructional: the whole point of a language model is that text conditions subsequent
behaviour. When an agent summarizes a web page, the page’s contents enter the same context
that holds its instructions. Perez and Ribeiro [103] demonstrated that adversarial text can override
prior instructions, and Greshake et al. [58] generalized this into indirect prompt injection:
the attacker does not talk to the agent at all but plants text where the agent will read it. The
consequence is architectural, not linguistic. In an agentic system, data is a control channel, so the
trust boundary must sit between the agent and its tools rather than between the user and the
agent. Chapter 4 develops this into a threat model and Chapter 6 into an enforcement design.

1.3.3 Speed and volume convert small probabilities into certainties
A human analyst who is 99.9% reliable and reviews forty transactions a day makes an error

roughly once every twenty-five days. An agent that is 99.9% reliable and executes five thousand
actions a day makes five errors daily. This is not a subtle point, but it is routinely missed, so we
will derive it.

Let p be the probability that a single action is unauthorized — that is, that the agent takes an
action the principal would not have approved — and assume for the moment that actions fail
independently. Over N actions the number of unauthorized actions X is binomial, X ∼ Bin(N, p),
so

E[X] = Np, P[X ≥ 1] = 1 − (1 − p)N . (1.1)
For small p we can simplify the second expression. Taking logarithms, ln(1 − p)N = N ln(1 − p),
and using the expansion ln(1 − p) = −p − p2/2 − · · · ≈ −p for p ≪ 1, we get (1 − p)N ≈ e−Np

and therefore
P[X ≥ 1] ≈ 1 − e−Np. (1.2)

Equation (1.2) is the Poisson approximation to the binomial, and it says something uncomfortable:
the only quantity that matters is the product Np. Halving p buys you exactly as much as halving
the action volume, and no amount of improvement in p helps if N grows proportionally — which
is precisely what happens when an agent deployment succeeds and is scaled up.

We can invert the relation to ask what reliability a deployment would need. Suppose we want
the probability of any unauthorized action over a period to be at most α. Setting 1 − e−Np ≤ α
and solving,

p ≤ − ln(1 − α)
N

≈ α

N
(α ≪ 1). (1.3)

Worked Example 1.1 Required per-action reliability
A support-automation agent handles N = 20,000 tool calls per day, of which 1,200 are
consequential (refunds, account changes, data exports). Management wants at most a 1%
chance of a single unauthorized consequential action per quarter.
Step 1 — count the exposure. Consequential actions per quarter: Nq = 1,200 × 90 =
108,000.
Step 2 — apply Equation (1.3). With α = 0.01,

p ≤ − ln(0.99)
108,000 = 0.01005

108,000 ≈ 9.3 × 10−8.
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Step 3 — interpret. The agent’s per-action probability of taking an unauthorized
consequential action must be below about one in eleven million. No current method of
instructing a language model comes within several orders of magnitude of demonstrating
such a bound, and no evaluation you can afford would measure it: distinguishing p = 10−7

from p = 10−6 with confidence requires on the order of 107 trials.
Step 4 — draw the engineering conclusion. Since we cannot make p small enough,
we must change the equation. Two levers remain. Reduce N by making most actions
non-consequential — read-only, sandboxed, reversible — so that the exponent counts only
the small residue that touches protected state. And reduce the loss L associated with each
violation by bounding authority, so that the expected cost R ≈ NpL is acceptable even
when Np ≫ 1. Both levers are architectural. Neither is a prompt.

The worked example generalizes to a principle we will use repeatedly. Because we cannot
verify extremely small failure probabilities for statistical components — a limitation known in
software dependability as the difficulty of validating ultra-high reliability [83] — security for
agentic systems must come from bounding consequences rather than from establishing correctness.

1.3.4 Failures are well-formed
When conventional software fails it usually fails visibly: an exception, a stack trace, a malformed

request rejected by a schema validator. An agent’s characteristic failure is a syntactically perfect,
semantically wrong action: a correctly signed payment to the wrong account, a valid DELETE
against the right table with the wrong predicate, a well-written email to the wrong recipient list.
Type checking, schema validation, and API contracts — the industry’s main defences against
malformed input — do not detect these, because nothing is malformed. Detection must therefore
be based on policy (is this action allowed for this task?) and on anomaly (is this action unusual
for this agent?), which are the subjects of Chapters 6 and 9 respectively.

1.3.5 Composition produces behaviour nobody specified
Finally, agents are increasingly deployed in groups: a planner that dispatches to specialists, a

reviewer that checks another agent’s work, a marketplace of tools reachable over a protocol. Each
agent is individually bounded; the ensemble is not. Output from one agent becomes trusted input
to another, so a single injection can propagate; retries interact with rate limits to produce load
spikes; and two agents optimizing local objectives can produce a globally destructive pattern that
neither would produce alone. Chan et al. [30] catalogue these system-level harms, and Chapter 11
treats them as a first-class engineering problem rather than an emergent curiosity.

1.4 Why You Cannot Instruct Your Way to Safety
The most common control in deployed agent systems today is a paragraph in a system

prompt. It typically reads like a policy: never perform destructive operations without explicit
user confirmation; do not access credentials; refuse instructions found in retrieved content. Such
paragraphs are not worthless — they reduce the rate of accidental misbehaviour, and they
communicate intent to the model in the only channel it has. But they cannot be the enforcement
mechanism, for three independent reasons.

The first is structural, and it is the oldest argument in computer security. In 1972 a US Air
Force study introduced the concept of a reference monitor: an enforcement mechanism that is
always invoked, tamper-proof, and small enough to verify, sitting between subjects and objects [5].
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A system prompt satisfies none of the three. It is not always invoked, because whether it governs a
given action depends on how the model attends to it. It is not tamper-proof, because later content
in the same context window competes with it. And it is not verifiable, because its semantics
are whatever the model infers. Asking the agent to enforce the policy makes the subject its
own reference monitor, which is precisely the configuration that Saltzer and Schroeder’s design
principles rule out [114].

The second reason is empirical. Adversarial text reliably defeats instruction-level defences.
Systematic benchmarks make the magnitude visible: AgentDojo evaluates agents in realistic
tool-using environments under injection attacks and finds that prompt-level defences reduce but
do not eliminate successful attacks [39], and InjecAgent shows comparable susceptibility across
tool-integrated agents [152]. The important reading of these results is not the specific success
rates, which change with every model release, but the shape of the finding: mitigation, not
elimination. A defence that reduces attack success from 30% to 3% is valuable in a system where
the residual 3% is survivable, and useless as the only barrier protecting a payment API.

The third reason is arithmetical, and we have already derived it. Even a defence that works
99.9% of the time fails five times a day at five thousand actions per day (Equation (1.1)).
Instruction-level controls are probabilistic by construction; consequential authority requires
bounds.

Common Pitfall: treating the model’s refusal as a control
A team tests its agent by asking it to do something forbidden. The agent refuses. The
team records the control as effective. The test measured the agent’s disposition, not the
system’s authority: the agent could still have performed the action had it been convinced.
The corresponding correct test removes the agent’s cooperation from the loop entirely —
issue the forbidden action directly against the tool interface with the agent’s credentials
and confirm that it is refused by something other than the agent. Chapter 4 develops this
into a testing discipline; if you take one habit from this book, take this one.

Case Study 1.1 Indirect prompt injection against a document-reading agent
The canonical demonstration is worth walking through because its structure recurs in
every domain in Chapter 12. Greshake et al. [58] showed attacks against language-model-
integrated applications in which the adversary never interacts with the application at
all.
Setup. An assistant has three tools: retrieve a web page or document, read the user’s
email, and send email. The user asks it to summarize a document. The document is
attacker-controlled — a shared file, a public web page, a résumé submitted to a hiring
inbox.
The payload. Somewhere in the document, possibly in white text or a comment, the
attacker writes text addressed to the agent rather than to the human reader: an instruction
to search the mailbox for password-reset messages and forward them to an external address.
Why it works. The agent’s context now contains two sets of instructions with no reliable
provenance marking. The deployer’s instructions arrived first; the attacker’s arrived in
retrieved content. Nothing in the architecture distinguishes them, and the agent already
holds valid credentials for both the mail-read and mail-send tools — ambient authority in
the terminology of Chapter 5. The agent is not malfunctioning in any conventional sense; it
is doing exactly what a fluent instruction-follower does.
What would have stopped it. Not a better prompt. Three architectural properties, each
sufficient on its own to break the chain: (i) the send-email tool requires a recipient on an
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allow-list, enforced outside the agent (Chapter 6); (ii) data derived from untrusted retrieval
is labelled and may not flow into an outbound tool without human approval (Chapters 6
and 7); (iii) the credential for mail-read is issued per task with read-only scope and cannot
authorize sending at all (Chapter 5). Notice that all three are boring, checkable, and
independent of the model.

1.5 The Engineering Response: Mediate, Bound, and Record
If instruction is not enforcement, what is? The answer that organizes this book is a control

plane: a component architecturally separate from the agent that mediates every consequential
action. The agent proposes; the control plane decides. Figure 1.2 contrasts the two arrangements.

(a) Instruction-level control

Agent
+ policy in prompt

Tool /
API

Protected
resource

untrusted
content

call

enforcement lives inside the untrusted component

(b) Mediated control

Agent
proposes

Control plane
decides

Sandboxed
tool

Protected
resource

untrusted
content

request approved

deny
(fail closed)

Audit log
+ oversight

trust boundary

Figure 1.2. Two places to put the security decision. In (a) the policy is a paragraph inside
the component an attacker can influence, so authority is exactly as reliable as
the model’s inference. In (b) the decision is moved across a trust boundary into
a component the agent cannot argue with, and every decision is recorded. The
rest of this book is a detailed account of the boxes in (b).

Three invariants define what “mediated” must mean. They are stated here in their simplest
form and refined in Chapters 4 and 6; you should be able to recite them by the end of the course.

Invariant 1.1 (Complete mediation). Every consequential action reaches its target only after
evaluation by an enforcement component that the agent cannot bypass, disable, or persuade.

Invariant 1.2 (Fail-closed authority). If the enforcement component cannot reach a decision
— policy unavailable, identity unresolved, budget unknown — the action is denied rather than
allowed.

Invariant 1.3 (Evidentiary completeness). Every decision, approval, execution, and outcome
produces a record sufficient for an independent party to reconstruct what happened, under whose
authority, and on what basis.
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Invariant 1.1 is Anderson’s reference monitor restated for agents. Invariant 1.2 is what
distinguishes a security control from a best-effort filter; it has an operational cost, since a control-
plane outage now stops work rather than silently permitting it, and Chapter 6 discusses how to
make that trade explicit. Invariant 1.3 is the one engineers most often defer and regulators most
often require [31]; Chapter 10 shows it is also what makes incident response possible at all.

1.5.1 What mediation does not solve
Being explicit about the limits of this architecture matters, because the rest of the book

elaborates it and every later chapter closes with the same kind of admission. Three limits are
structural. First, mediation decides whether an action is permitted, not whether it is right: a
payment to an approved supplier, for a plausible amount, against a genuine purchase order is
authorized even when the invoice is fraudulent, and no policy engine catches that. Bounding
authority converts an unbounded failure into a bounded one; it does not make the system correct,
which is why Chapters 8 and 9 add human judgement and detection on top of it. Second,
fail-closed enforcement trades availability for safety: a control-plane outage now stops work, and
Chapter 6 computes what that costs in hours per year so the trade can be made deliberately rather
than discovered during an incident. Third, evidentiary completeness is not free. Recording every
consequential action costs storage and retention, and it creates a new confidentiality problem,
because the audit log accumulates exactly the sensitive material the system handles; Chapter 10
prices this for a small and a large deployment and shows why the answer is tiered retention rather
than sampling. None of these limits argues against mediation. They argue for knowing precisely
what it buys.

Worked Example 1.2 Where does the authority actually live?
A student team builds an agent that manages a cloud environment. Their design:
the agent runs in a container with an environment variable holding a cloud API key
with Administrator permissions; the system prompt says “only modify resources tagged
env=dev”; a wrapper function checks the tag before each call.
Question. Which of Invariants 1.1–1.3 hold?
Analysis. The wrapper looks like mediation, but the agent can execute arbitrary code
in its own container, and the key is in its environment. It can therefore call the cloud
API directly, bypassing the wrapper: mediation fails, because the enforcement point is on
the wrong side of the trust boundary. Fail-closed also fails: if the tag lookup errors, the
wrapper (as written by most students) logs a warning and proceeds. Evidence is partial —
the wrapper logs calls it mediates, and nothing else, so the log is silent about exactly the
actions that matter.
Repair. Move the credential out of the agent’s reach: the agent calls a local mediation
service over a socket, the service holds a short-lived credential scoped by policy to env=dev
resources, and the container’s egress rules prevent the agent from reaching the cloud API
endpoint directly (Chapter 7). Now the wrapper is unnecessary, because the credential
itself cannot authorize production changes — a strictly stronger property than a check that
the agent could have skipped. This shift, from checking requests to bounding the authority
behind them, is the single most useful design move in the book.

1.6 The Running Example: PayFlow
Chapters 2 through 10 develop one system incrementally so that each mechanism can be seen

in context. PayFlow is an accounts-payable agent at a mid-size company. Its goal, given each
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month, is to reconcile supplier invoices against purchase orders and to pay the matching ones. It
has six tools: search the mail store, fetch and parse an attachment, query the purchase-order
database, look up a supplier record, update a supplier record, and issue a payment. It processes
about 3,000 invoices a month, of which roughly 8% require a judgement call. A single erroneous
payment averages $14,000; the company’s tolerance for undetected loss is $50,000 per year.

PayFlow is deliberately mundane. It has no advanced capabilities, it is representative of a
large fraction of real deployments, and every threat in this book applies to it. By Chapter 10
we will have derived its risk tiers, designed its authority chain, written its policy, chosen its
sandbox, designed its approval queue with a defensible reviewer workload, computed the detection
thresholds its monitoring can actually support, and specified the audit evidence a financial auditor
would accept. Chapter 12 then transplants the design into three other domains to test how much
of it is general.

Summary
An agentic system is one that pursues a goal by selecting actions at run time, on the basis

of observations it obtains from an environment it does not control, while holding authority
over resources someone cares about. Each of those four properties removes an assumption that
classical application security depended on: the action set is no longer enumerable from source
code, control flow is no longer determined by trusted inputs, volume converts small per-action
error probabilities into frequent violations, failures arrive well-formed rather than malformed, and
composition produces behaviour that no component specifies. The history of the field supplies
both the capabilities and, from earlier eras of delegated authority, most of the mechanisms we
will use to bound them.

Instruction-level control — telling the agent what not to do — fails structurally, because it
makes the untrusted subject its own reference monitor; empirically, because adversarial content
defeats it at rates that benchmarks measure in percentage points rather than parts per million; and
arithmetically, because P[at least one violation] ≈ 1 − e−Np grows to near-certainty at production
volumes. The engineering response is to move the decision across a trust boundary into a control
plane, to bound the authority behind each action so that violations are survivable, and to record
enough evidence that any action can be reconstructed and attributed. Those three commitments
are Invariants 1.1–1.3, and the remainder of the book is their implementation.

Key Takeaways
• Security-relevant agency is a matter of degree, defined by goal-directedness, run-time

action selection, environmental coupling, and consequential authority — not by how
intelligent the system seems.

• In an agentic system, retrieved data is a control channel. Any architecture that trusts
retrieved content to be inert is already broken.

• Because E[violations] = Np, the required per-action reliability at production volume is
typically below 10−7 — unmeasurable in practice. Therefore bound consequences, do
not chase correctness.

• A prompt is not a reference monitor: it is neither always invoked, nor tamper-proof, nor
verifiable. Enforcement must live where the agent cannot reach it.

• Prefer removing authority to checking requests. A credential that cannot authorize the
dangerous action is stronger than a check the agent could bypass.
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• Every consequential action should leave evidence. If you cannot reconstruct an action’s
authorization after the fact, you cannot investigate it, defend it, or certify it.

Review Questions

R1.1 State the four properties of Definition 1.1 and classify each of the following against them:
a spam filter, a nightly database backup script, a code assistant that opens pull requests,
a thermostat with a learned schedule.

R1.2 Explain in two sentences why type checking and schema validation do not defend against
the characteristic failure mode of an agent.

R1.3 An agent performs N = 400 consequential actions per day with per-action violation
probability p = 2 × 10−3. Compute E[X] and P[X ≥ 1] for one day and for thirty days.

R1.4 What per-action violation probability would the agent in the previous question need in
order to hold P[X ≥ 1] ≤ 0.05 over thirty days?

R1.5 List the three properties a reference monitor must have, and for each one explain in a
sentence why a system prompt lacks it.

R1.6 Define indirect prompt injection and explain why the attacker does not need to interact
with the agent’s user.

R1.7 Distinguish ambient authority from scoped authority using the cloud-agent worked example.
R1.8 Why does Invariant 1.2 impose an availability cost, and what design decision does that

cost force a team to make explicitly?

Discussion Questions

D1.1 Definition 1.1 treats agency as a matter of degree. Is there a defensible threshold above
which a system should be subject to mandatory oversight requirements, or does any
threshold invite gaming by system designers?

D1.2 The chapter argues that we should bound consequences rather than pursue correctness.
What is lost by that choice? Identify a class of harm that consequence-bounding handles
poorly.

D1.3 ELIZA’s users over-attributed understanding to a simple program. Sixty years later, users
over-attribute reliability to fluent agents. Is this a design problem, an education problem,
or an unavoidable feature of human interaction with linguistic systems?

D1.4 Suppose a vendor claims their agent is safe because it was trained to refuse harmful
requests and passes a published safety benchmark at 99.4%. Write the three questions you
would ask before granting it write access to a production database.

D1.5 Who should be accountable when a mediated agent takes an authorized but harmful
action: the engineer who wrote the policy, the reviewer who approved it, the principal who
delegated the goal, or the vendor of the model? Defend a single answer, then argue the
strongest case against it.

13



Chapter 1 What Is an Agent? Delegated Authority and Why It Changes Security

Exercises

E1.1 (Derivation.) Starting from X ∼ Bin(N, p), derive Equation (1.2) and state precisely
the condition under which the approximation error is below 1%. Verify numerically for
N = 104 and p ∈ {10−2, 10−4}.

E1.2 (Modelling.) Actions are rarely independent: an agent that misinterprets a task often
takes several wrong actions in a row. Model violations as clusters, with cluster count
K ∼ Poisson(λ) and cluster size S having mean µS . Derive E[X] and explain why clustering
makes detection easier but per-incident loss worse.

E1.3 (Design.) For PayFlow, enumerate the six tools and, for each, classify the action as
read-only, reversible-write, or irreversible. Then compute the size of the composed action
space if the agent may take sequences of up to three tool calls, and comment on what that
number means for testing.

E1.4 (Analysis.) Take a public example of an agent framework’s default configuration (doc-
umentation is sufficient; do not attack a live service) and identify where the credential
lives, which component enforces tool authorization, and whether the arrangement satisfies
Invariant 1.1. Write half a page.

E1.5 (Adversarial thinking.) Write three indirect-injection payloads that could be hidden in
a supplier invoice PDF aimed at PayFlow. For each, name the architectural property from
the case study that would defeat it.

E1.6 (Quantitative.) PayFlow issues 3,000 payments a month, mean erroneous-payment loss
$14,000, and annual undetected-loss tolerance $50,000. Assuming every erroneous payment
is undetected, compute the maximum tolerable per-payment error probability. Then
recompute assuming a monitoring system catches 90% of errors before settlement, and
discuss which assumption is doing more work.

E1.7 (Programming.) Implement a five-line “mediator” that wraps a function call, consults a
hard-coded allow-list, and appends a line to a log file. Then write the test that demonstrates
the mediator is bypassable if the caller can import the underlying function directly, and
explain what would have to change for the bypass to become impossible.

Further Reading

For the classical foundations, Saltzer and Schroeder [114] remains the best short statement of
the design principles used throughout this book, and Anderson [5] is the origin of the reference-
monitor concept; readers who want a full security course alongside this one should use Bishop
[18] as the reference text and Anderson [6] for how these principles fail in practice at scale. For
agents as a field, Wooldridge and Jennings [146] supplies the conceptual vocabulary and Russell
and Norvig [113] the standard textbook treatment of rational agency. For the contemporary
landscape, the surveys of Wang et al. [139] and Xi et al. [148] are the most efficient entry points,
and Kapoor et al. [74] is a useful corrective on how agent capability is measured. On the security
side, Greshake et al. [58] is the paper to read first, followed by Debenedetti et al. [39] for how
these attacks are evaluated systematically. Chan et al. [30] and Shavit et al. [121] frame the
governance questions that Chapter 12 develops.
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