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Chapter 1

Introduction: The Systemic
Risk Question

Abstract

This chapter introduces the central problem of multi-agent systemic risk:
individually safe Al agents can collectively produce system-wide instability
through behavioral correlation, interaction effects, network propagation, and
emergent dynamics. The chapter presents the book’s core thesis — that the
safety of an individual agent does not imply the resilience of the system in
which many agents operate — and previews the four-level taxonomy (indi-
vidual, interaction, network, institutional), the formal propagation models,
the agent-based stress-testing methodology, and the five-layer governance
architecture that constitute the book’s contributions. The evidence base
is stated explicitly: one simulation experiment (EXP-001) with a negative
result demonstrating that simplified governance does not improve outcomes
under correlated shock, supplemented by topology comparison (EXP-002)
and detection delay analysis (EXP-003). The chapter establishes the scope,
non-goals, and epistemic boundaries of the work.

Keywords

systemic risk, multi-agent systems, Al safety, behavioral correlation, conta-
gion, governance, stress testing, complex adaptive systems

59



60 CHAPTER 1. INTRODUCTION

Reader Outcomes

After reading this chapter, you will be able to:

1. Explain why individual agent safety does not guarantee collective sys-
tem resilience

2. Identify the five mechanisms that create the gap between individual
and systemic safety

3. State the book’s central thesis and its scope of applicability

4. Preview the four-level taxonomy and understand its organizational
logic

5. Assess the evidence base and its limitations

In Plain Terms

Software agents are now making real decisions inside institutions — approving
credit, flagging fraud, routing work. Each one is tested on its own and each
one passes. This book is about what happens next: when hundreds of them
run at once, share the same underlying models, and react to each other faster
than any person can follow. The short version is that a system can fail even
when none of its parts do, and the reasons are structural rather than a matter
of any agent behaving badly.

Key Terms in This Chapter

Agent A software system that decides and acts on its own within set
bounds, rather than executing a fixed script.

Systemic risk Risk that harm spreads beyond those directly involved in
the original failure.

Behavioural correlation Many agents making the same mistake at the
same time, usually because they share a model, a data source or a signal.

Systemic transition The point at which contained local failures turn into
spreading system-wide failure.

Notation

No new notation is introduced in this chapter. See Appendix A for the
complete notation registry.
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1.1 Chapter Question

Why can individually safe AT agents collectively produce systemic instability,
and what can be done about it?

1.2 Motivation

Consider a financial institution where credit-scoring agents, trading agents,
risk-management agents, and compliance agents all operate autonomously
within defined boundaries. Each agent passes its individual safety evalua-
tion. Each agent behaves rationally given its objectives. Each agent’s error
rate is within acceptable bounds.

Now suppose a minor economic shock causes 15% of borrowers to miss
payments. The credit-scoring agents, sharing a common model, simulta-
neously downgrade the same sector. The risk agents, observing correlated
downgrades, tighten lending limits. The trading agents, detecting the tight-
ening through market signals, reduce positions. The reduced liquidity trig-
gers further downgrades. Within hours, a manageable 15% default rate has
cascaded into a 40% systemic failure affecting agents and institutions that
were never directly exposed to the original shock.

No single agent failed. No single decision was irrational. The system
failed because of the interactions between individually acceptable compo-
nents.

This is the central problem of this book: the safety of an individual
agent does not imply the resilience of the system in which many
agents operate.

1.3 The Gap Between Individual Safety and Sys-
tem Resilience

The dominant paradigm in AT safety evaluates agents individually. An agent
is deemed safe if it:

Produces accurate outputs within specified error bounds
Follows its alignment training

Respects operational constraints

Does not produce harmful content

Can be shut down when necessary
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The agents do not change. The connections do.

1. Isolated 1 ( 2. Connected 1 ( 3. Cascaded

O
O

©0O
O
O

1 of 8 failed 1 of 8 failed 5 of 8 failed

O

O

Same eight agents, same initial failure. Only the links
differ — and the links decide whether one failure stays
one failure.

Figure 1.1. From individual failure to systemic failure. Each agent is individually
within its safety bounds, but shared dependencies correlate their errors and network
links carry those errors outward until the system as a whole fails.
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These are necessary conditions for individual agent safety. They are
not sufficient for systemic safety. The gap between individual and systemic
safety arises from five mechanisms:

1. Behavioral correlation. When agents share models, training data,
objectives, or information sources, their errors become correlated. A flaw
that affects one agent affects many simultaneously. Individual testing cannot
detect this because each agent appears to function correctly in isolation.

2. Interaction effects. Agents that are safe in isolation may pro-
duce harmful outcomes when they interact. Feedback loops, information
cascades, and strategic manipulation are properties of the interaction struc-
ture, not of individual agents.

3. Network propagation. Failures propagate through network con-
nections. An agent that fails can cause losses to its creditors, trigger defen-
sive actions in its trading partners, and send misleading signals to agents
that observe its behavior. The network topology determines whether a local
failure remains local or becomes systemic.

4. Emergent dynamics. System-level behavior emerges from the
aggregation of individual actions in ways that cannot be predicted from
individual properties alone. Phase transitions, cascading failures, and self-
organized criticality are emergent phenomena that require system-level anal-
ysis.

5. Governance limitations. Runtime governance mechanisms (mon-
itoring, alerting, isolation) operate with delays, imperfect information, and
finite capacity. When propagation is faster than detection and response,
governance cannot prevent systemic transition.

1.4 Preview of the Four-Level Framework

This book organizes systemic risk into four levels:

Level 1 — Individual Agent Risk. Failures originating within a
single agent: hallucinated actions, incorrect predictions, unsafe planning,
tool misuse, credential compromise, local optimization failure, misclassifi-
cation, and malicious instruction following. These are the building blocks
from which systemic risk emerges, but they are not themselves systemic.

Level 2 — Interaction Risk. Failures arising from the interactions
between agents: message amplification, feedback loops, coordination fail-
ure, information cascades, shared-memory contamination, strategic manip-
ulation, agent imitation, delegation propagation, and agent-to-agent prompt
injection. These risks exist even when every individual agent functions cor-
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rectly.

Level 3 — Network and Infrastructure Risk. Failures arising from
the structural properties of the agent network: central-node failure, shared
provider failure, model monoculture, common data poisoning, tool-provider
compromise, network congestion, dependency concentration, cascading re-
source exhaustion, and cross-institution propagation. These are properties
of the architecture, not of individual agents or their interactions.

Level 4 — Institutional and Systemic Risk. Failures affecting
entire institutions, markets, or societal systems: market instability, credit
contagion, liquidity cascades, cyber contagion, public-service disruption,
critical-infrastructure failure, regulatory arbitrage, governance failure, and
loss of meaningful human control. These represent the most severe conse-
quences of lower-level failures propagating to their full extent.

The critical insight is that risk propagates upward through these levels.
A Level 1 failure (one agent hallucinates) can become a Level 2 failure (the
hallucination enters a shared memory) can become a Level 3 failure (the
shared model produces correlated errors) can become a Level 4 failure (a
credit cascade freezes lending across the financial system). Understanding
and interrupting this propagation is the central challenge.

1.5 What This Book Does and Does Not Claim

1.5.1 What this book establishes:

A unified taxonomy of multi-agent systemic risk across four levels
Formal propagation models distinguishing correlation from contagion
Network-structural conditions for systemic transition

A stress-testing methodology for Al-agent populations

Simulation evidence that governance with detection delays cannot out-
pace fast contagion (a negative result with important implications)
A five-layer governance architecture with explicit limitations
Cross-domain case studies illustrating systemic risk mechanisms

8. A research agenda identifying open scientific problems

U N

N

1.5.2 What this book does NOT claim:

e That simulations prove real-world safety or danger
e That runtime governance eliminates or is sufficient for systemic risk
e That Al-agent systemic risks are entirely new (many mechanisms have
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precedents in financial contagion, infrastructure cascades, and dis-
tributed systems failures)

That all coordination is harmful or that all autonomy is dangerous
That any single control, architecture, or policy is sufficient

That the financial simulation represents any specific real financial sys-
tem

That cross-domain analogies constitute evidence of cross-domain ap-
plicability

1.5.3 Epistemic status of claims:

Every significant claim in this book is classified according to its evi-
dence level: VERIFIED EMPIRICAL FINDING, VERIFIED SIMULA-
TION RESULT, THEORETICAL PROPOSITION, DESIGN PROPOSAL,
HYPOTHESIS, AUTHOR INTERPRETATION, or LIMITATION. Readers
should attend to these classifications when evaluating the strength of any
particular claim.

1.6 Book Structure and Reading Paths

The book is organized in eight parts:

Part I (Chapters 1-6): Foundations. Definitions, complex systems
theory, network science, and agent-based modeling methodology. Provides
the conceptual and methodological vocabulary for the rest of the book.

Part IT (Chapters 7-12): Systemic Risk Taxonomy and Theory.
The four-level taxonomy developed in detail, with cross-level propagation
pathways.

Part III (Chapters 13-18): Mathematical and Computational
Models. Formal propagation models, network models, game-theoretic anal-
ysis, and governance as control theory.

Part IV (Chapters 19-25): Stress Testing and Experimental
Method. How to design, execute, and analyze stress tests for Al-agent
populations.

Part V (Chapters 26-31): Financial-System Case Study. The
primary empirical investigation: a financial ABM with governed and un-
governed conditions, shock scenarios, and statistical analysis.

Part VI (Chapters 32—-38): Systemic Risk Across Domains. Cy-
bersecurity, public sector, critical infrastructure, healthcare, agriculture, re-
search, and enterprise domains.
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How to read this book

Parts | ] 1l ] 1] L v JL v “: Vi JL Vil JL Vil 4
Ch 1-4 || Ch 5-7 ||Ch 8-10|[Ch 11-13Ch 14-17[Ch 18-2( [Ch 21-25Ch 26-2
Practitioner ° ° ° °
Policymaker F-——— e —————————— - ——— e ———— °
Researcher @ rirnnrriiiannas P PP °
Student @ === === @ =i °

Marked stops show the parts each reader group should
prioritise. Every route begins with Part I; none of
them requires reading all eight parts in order.

Figure 1.2. Roadmap of the book. The eight parts move from foundations through
taxonomy and formal models to evidence, and then outward to governance and
policy. Suggested entry points for four reader groups are marked.
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Part VII (Chapters 39-47): Governance and Resilience. The
five-layer governance architecture, diversity mechanisms, institutional re-
silience, and recovery.

Part VIII (Chapters 48—-54): Policy, Deployment, and Research
Agenda. Macroprudential implications, operational resilience, standards,
deployment maturity, limits of technical governance, and open problems.

1.6.1 Reading paths:

1.7

For multi-agent systems researchers: Chapters 1-6, 13-18, 22—
25, 53

For financial-stability researchers: Chapters 1, 3, 5, 26-31, 48
For Al-safety researchers: Chapters 1-4, 7-12, 39-44, 52

For policymakers: Chapters 1, 3, 11, 31, 48-52, 54

For practitioners: Chapters 1, 7, 19-21, 39-44, 46-47, 51

Definitions

For the purposes of this chapter and the book:

1.8

Agent: A computational entity that perceives, decides, and acts
within an environment. In this book, agents are Al-driven software
systems operating within institutional contexts.

Systemic risk: The risk that a local failure propagates through an
interconnected system to produce system-wide instability, affecting en-
tities beyond those initially involved.

Systemic transition: The shift from contained local failures to prop-
agating system-wide failure.

Governance: The monitoring, evaluation, and control of agent be-
havior during operation, encompassing but not limited to enforcement.

Resilience: The capacity to absorb shocks, adapt, maintain essential
functions, and recover. Encompasses robustness, adaptability, and
recoverability.

Theoretical Mechanism

The theoretical mechanism underlying systemic Al risk is correlated failure
amplified by network propagation. Formally:



68 CHAPTER 1. INTRODUCTION

1. Shared dependencies (models, data, tools, infrastructure) create be-
havioral correlation among agents.

2. Behavioral correlation means that a shock affecting one agent is likely
to affect many simultaneously (common exposure).

3. Network connections transmit failures from affected agents to their
neighbors (contagion).

4. Feedback loops amplify the initial shock (amplification).

5. When amplification exceeds the system’s absorption capacity, a sys-
temic transition occurs.

The critical parameter is the basic reproduction number Rg: the ex-
pected number of secondary failures caused by one primary failure. When
Rp > 1, the system is in the super-critical regime where cascades propagate
systemically. When Ry < 1, failures die out and the system is resilient.

Governance reduces Ry by detecting and isolating failures. But gover-
nance operates with delay. If the cascade propagates faster than governance
can respond, the systemic transition occurs before intervention is possible.

1.9 Evidence

The primary evidence in this book comes from:

1. Agent-based simulation of a financial system with 130 agents,
credit networks, and multiple shock scenarios. Results are reported
with 30 independent runs per condition, 95% confidence intervals, and
effect sizes.

2. Theoretical analysis of propagation models, network vulnerability,
and governance limitations.

3. Cross-domain case studies drawing on documented incidents in
finance, cybersecurity, infrastructure, and public services.

The simulation evidence establishes model-internal results: within the
model, governance with detection delays does not prevent systemic failure
under severe credit shocks. This is a VERIFIED SIMULATION RESULT.
It is not a VERIFIED EMPIRICAL FINDING about real financial systems.

1.10 Example

The 2010 Flash Crash provides an illustrative (though not Al-agent-
specific) example of systemic propagation. On May 6, 2010, the Dow Jones
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The evidence ladder

A VERIFIED. EMPIRICAL FINDING 00000
measured in a real deployed system
VERIFIEQ S!MULATIONIRESULT 00000
measured inside this book's model
THEORETICAL PROPOSITION 00000
argued from stated assumptions
1S
Q
o DESIGN PROPOSAL
§ proposed, not built or evaluated LR
)
(0]
HYPOTHESIS
testable, not resolved here \ JEIOI01E)
AUTHQR INTERPRETATIQN 00000
a reading of ambiguous evidence
LIMITATION
what is explicitly not known LoeeY

This book's headline result sits on the second rung,
not the first. The labels are not stylistic variation:
they record how much weight a claim can carry.

Figure 1.3. The evidence ladder used throughout this book. Every substantive
claim carries one of these labels. Readers should treat the rungs as genuinely
different in strength, not as stylistic variation.
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Industrial Average dropped approximately 1,000 points in minutes before
recovering. The SEC/CFTC investigation found that a large sell order in
E-mini futures triggered a cascade: high-frequency trading algorithms with-
drew liquidity, other algorithms interpreted the withdrawal as a signal to
sell, and the feedback loop amplified the initial shock far beyond its funda-
mental justification.

The Flash Crash illustrates several mechanisms central to this book:

e Behavioral correlation: Algorithms responding to the same market
signals

Feedback loops: Price drops triggering more selling

Liquidity evaporation: Agents withdrawing simultaneously
Speed mismatch: Propagation faster than human intervention
Recovery: The system recovered, but only after the feedback loop
exhausted itself

While the Flash Crash predates modern Al agents, the mechanisms are
directly analogous. Al-agent populations with shared models and fast in-
teraction speeds could produce similar cascades with less provocation and
faster propagation.

1.11 Alternative Explanation

An alternative explanation for systemic risk in Al-agent populations is that
it is simply existing automation risk under a new name. Financial contagion,
infrastructure cascades, and coordination failures existed before Al agents.
The 2008 financial crisis was caused by correlated human decisions, not
algorithms.

This alternative has merit: many systemic risk mechanisms are not new.
However, Al agents introduce quantitative and qualitative differences:

e Speed: Al agents operate at machine speed, compressing cascade
timescales from days (2008) to seconds (Flash Crash) to potentially
milliseconds.

e Opacity: Al agent decision processes are less transparent than human
decisions, making detection and diagnosis harder.

e Scale: Al agents can be deployed at scales that make human oversight
impractical.

e Correlation structure: Shared models create correlation patterns
that differ from human herding (which is mediated by social networks
and psychological biases).
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The mechanisms are not new, but the parameters have changed in ways
that may qualitatively alter systemic risk dynamics.

1.12 Counterargument

The strongest counterargument to this book’s thesis is: individual safety
testing, properly done, is sufficient. If every agent is tested against
all relevant scenarios, including interaction scenarios, then systemic risk is
simply the sum of individual risks, and individual testing covers it.

This counterargument fails for three reasons:

1. Combinatorial explosion. The number of interaction scenarios
grows combinatorially with the number of agents. Testing all pairs,
triples, and higher-order interactions is infeasible for populations of
hundreds or thousands of agents.

2. Emergent behavior. Systemic transitions are emergent phenomena
that cannot be predicted from individual or pairwise testing. The
phase transition from contained to systemic failure depends on global
network properties, not local agent properties.

3. Adaptive dynamics. Agents adapt to their environment, including
to each other’s behavior. The system’s risk profile changes over time
as agents learn, imitate, and compete. Static testing cannot capture
these dynamics.

1.13 Practical Implication

The practical implication is that organizations deploying multiple Al agents
must adopt system-level risk management in addition to individual agent
safety testing. This includes:

Network analysis of agent dependencies and interaction patterns
Stress testing of agent populations under correlated shocks
Monitoring of behavioral correlation and diversity metrics
Governance architectures designed for system-level intervention
Diversity requirements to reduce correlated failure modes
Recovery planning for systemic (not just individual) failures

These measures complement but do not replace individual agent safety
testing, capital and liquidity requirements, organizational resilience, and
macroprudential oversight.
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1.14 Limitation

This book’s primary limitation is the gap between simulation and reality.
The financial ABM is a stylized model with simplified agent behavior, syn-
thetic network topologies, and parameterized (not empirically measured)
contagion mechanisms. Results establish possibility and mechanism, not
probability or magnitude in real systems.

Additionally:

e Cross-domain generalizations are analogical, not proven

e Governance effectiveness is modeled, not validated in deployment

e The speed and scale of real Al-agent populations may differ from sim-
ulation

e Regulatory and institutional contexts vary across jurisdictions

e The field is evolving rapidly; specific technical claims may be super-
seded

What to Take Away

e An agent that is safe on its own tells you very little about whether a
population of such agents is safe together.

e Five mechanisms open the gap: behavioural correlation, interaction
effects, network propagation, emergent dynamics and the limits of gov-
ernance.

e Risk climbs through four levels — individual, interaction, network, in-
stitutional — and interrupting that climb is the practical objective.

e The evidence here is one simulation with a negative result, plus theory.
Treat the quantitative claims accordingly.

1.15 Chapter Summary

This chapter introduced the central problem: individually safe Al agents
can collectively produce systemic instability through behavioral correlation,
interaction effects, network propagation, and emergent dynamics. The book
addresses this through a four-level taxonomy, formal propagation models,
agent-based simulation, cross-domain case studies, and governance architec-
ture design. The key finding previewed is that naive runtime governance
with detection delays cannot outpace fast contagion — a result that moti-
vates the structural and institutional approaches developed in later chapters.
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1.16 Research Questions and Exercises

1.

Conceptual: Identify three ways in which Al-agent behavioral corre-
lation differs from human herding in financial markets. What are the
implications for detection and mitigation?

. Analytical: Given a network of N = 100 agents with average degree

k = 6 and propagation probability p = 0.2, estimate Rg. Is the system
in the sub-critical or super-critical regime? What value of p would
place it at the critical threshold?

. Design: Propose a monitoring metric that could provide early warn-

ing of increasing behavioral correlation in an agent population. What
are its limitations?

Critical: The Flash Crash recovered within minutes. Does this sug-
gest that systemic transitions in Al-agent systems are self-limiting?
What conditions would prevent recovery?

. Research: Design an experiment to test whether model diversity re-

duces systemic failure probability in a financial ABM. Specify hypoth-
esis, independent variable, dependent variable, controls, and statistical
test.
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